
Chapter 3

The Role of Security
and the Security Manager

in Mergers and Acquisitions

Every battle is won before it is ever fought. – Sun-tzu, The Art of War.
Quoted by Gordon Gekko in the movie Wall Street

INTRODUCTION

This chapter addresses why security is important to the process of mergers
and acquisitions. We examine the most relevant security issues and con-
cerns a merger and/or acquisition team encounters and why having a secu-
rity professional as part of the team is essential to effectively resolving
security issues, addressing security concerns, and applying appropriate
security controls.

The security manager or their professional representative serves as a
consultant to the merger and acquisition team, providing guidance and
direction for all security matters. In essence, they are the merger or acqui-
sition team’s subject matter “expert” for all issues of security. In addition
to the security consulting role, the security manager or professional also
fulfills the role of a department or function manager responsible for direct-
ing and managing all security department-related activities in support of
the team and the overall effort. The role of department or function heads is
similar to the role of any other function lead on the merger and acquisition
team. Each is responsible to ensure they manage all activities supporting
the merger or acquisition related to their specific discipline and depart-
ment; for example, the manager of finance ensures that all financial mat-
ters are properly handled by his or her organization just as the manager of
facilities manages all relevant facilities issues.

Support from security for the merger or acquisition effort can be
divided into two phases:

● Premerger support
● Postmerger support (see Figure 3.1)
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Furthermore, the contribution security makes to the entire effort can be fur-
ther segmented into the following three categories:

● Protecting the effort itself: Security measures are applied to the merger
or acquisition effort to ensure that it is properly protected. That
includes the implementation of measures to protect the confidential-
ity of the effort and its people, information, and physical assets.

● Providing subject matter expertise: The security manager or profes-
sional serves as a member of the team and provides guidance, direc-
tion, and consultation on all security-related issues and concerns.

● Evaluating the security condition of the target company: The security
manager is charged with assessing the security condition of the target
company. Here the security manager conducts a security audit1 of the
target company’s security program and overall security condition.
That becomes part of the total team’s assessment. Any issues identi-
fied are given consideration in terms of their effect on closing the deal.
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Merger and Acquisition Phases and Major Process Steps
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Figure 3.1 The phases and major steps of a merger or acquisition.

1 The term security audit as used here does not mean the same as an audit for compli-
ance, as would be done by the auditing staff. In this context, it is an evaluation as to the
asset protection measures in place; how they compare to that of the acquiring company;
what must be done to bring them up to acquiring company asset protection standards;
and what best practices they have in place and should be adopted by the acquiring com-
pany. In addition, the costs involved in this integration effort should be identified and
added to the overall cost of the merger or acquisition.
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Executing mergers and acquisitions usually requires a great amount of
time and effort. Transactions can be costly and complex. Merger and acqui-
sition teams engage in deals that shape the strategic direction of a com-
pany, some only slightly; others may cause a major change in the way a
company operates. In any type of merger or acquisition, the acquiring com-
pany’s security organization has an important role to play in this process.
Security needs to be an active member of the merger and acquisition team
from the start.2 From the initial decision to pursue a target company, to the
start of a due diligence effort, and right through the integration of the
newly acquired or merged business, security has a role.

Merger and acquisition teams have a great deal of responsibility. The
deals they make may bring great value to a company. If not executed properly,
they could be a disaster. To be effective, the merger and acquisition team must
be highly skilled in many disciplines. Furthermore, team members must work
well together under stressful and sometimes adverse conditions. Mergers and
acquisitions bring much external attention and interest to companies, and not
all of it is positive. Highly experienced and skilled teams with proper cross-
functional representation are best suited to manage this process. Furthermore,
merger and acquisition (or divestiture) teams must operate within well-
defined boundaries following established processes. These boundaries and
processes must be institutionalized within a company charter.

Sample Charter for Executing Mergers, Acquisitions,
and Divestitures
Our Company pursues mergers, acquisitions, and divestitures when
such transactions will promote long-term growth in value for our share-
holders. The Senior Executive for Business Strategy is responsible for
providing strategic analysis and guidance for the development of long-
range business strategies. When these strategies involve mergers, acqui-
sitions, or divestitures, this position is responsible for the following
actions:
● Identify candidate target companies or business units for merger,

acquisition, or divestiture
● Conduct initial analysis of each target’s potential strategic and

financial value to company
● Lead all due diligence activities ensuring the due diligence team

identifies all issues and risks associated with any potential merger,
acquisition, or divestiture.

● Provide valuation guidance for all mergers, acquisitions, and
divestitures

● Make final assessment and recommendation for all potential merg-
ers, acquisitions, and divestitures to the company CEO
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2 http://www.csoonline.com/read/030103/mix.html CSO Magazine, March 2003

Ch03.qxd  3/8/05  2:15 PM  Page 57



Mergers and acquisitions are complicated business transactions3.
They become even more complicated when conducted internationally. In
this post-September 11, 20014 world, issues given little or no consideration
before the attack on the United States by international terrorists now must
be considered. Conducting business in the Middle East became much more
dangerous and problematic immediately after the events of September 11
and more so during the conflict in Iraq.

In a merger or acquisition, if the acquiring company is a U.S.- or
European-based company, it must be concerned with laws, many of them
recently enacted, prohibiting doing business in any way with other com-
panies and countries that may be involved with sponsoring terrorism.
Western companies are also faced with restrictions on sharing or transfer-
ring certain types of technologies, in particular, technologies with the
potential for military application or technologies that can be used in the
development or production of weapons of mass destruction.

At the very least, these restrictions create limitations on the exchange
of information between an acquiring company and the target company.
Limits on obtaining information may limit what one company can learn
about the other. That in turn may affect the ability of the acquiring com-
pany to accurately value the target company. Knowing the extent of these
restrictions beforehand will help to better understand what the union of
the two companies will and will not create.
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Process Steps for Executing Mergers, Acquisitions, and Divestitures
The transaction stages of any merger, acquisition, or divestiture occur in
the following order:
1. Identify the target for its strategic fit and financial impact to

acquiring company based on a review of public data.
2. Make a recommendation to investigate when the results of the

identification stage reveal a good strategic fit or other potential
benefit to acquiring company.

3. Conduct a due diligence by establishing a team to determine the
value of the target company. The team must review all aspects of

3 Determining the value of a company is a complicated process. To learn more about
value, value-based management, and the process of valuation, the reader should consult
other publications on valuation produced by companies involved in such matters.
4 Reference to the post-September 11, 2001 world is made to highlight the change in
global security conditions as a result of the acts of terror perpetrated on the United
States. On this day, terrorists crashed airplanes into the World Trade Center in New York
City and the Pentagon in Northern Virginia. More than 3000 people perished during
these acts of terror, which were shortly followed by an American led “war on terrorism”
and invasion of Iraq. This series of events created what many referred to as a “new nor-
mal” condition. This is to suggest that the safety and security of peoples all over the
world will not be the same for years to come.
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The acquiring company’s mergers and acquisition team generally
looks to the legal department to handle such matters. However, it has been
our experience that often the legal staff doesn’t have a good understanding
of all the applicable security-related laws, regulations, and restrictions.
This is especially true if one is dealing with a merger or acquisition
between companies of different countries.

The security professional should not expect the legal staff to be the
sole provider of such information to the team. The security professional
assigned to the team should be knowledgeable in such matters and coordi-
nate that information with the legal staff. After all, for security profession-
als to successfully assist with the merger or acquisition, they must have a
detailed knowledge of the applicable laws, regulations, and such so that
they can formulate the asset protection integration with the least amount
of chaos—and there is usually some chaos that takes place with a merger
or acquisition.

Laws and regulations bring with them close government oversight.
This oversight can be used as a tool to help navigate successfully through
the legal and regulatory requirements. However, laws and regulations are
not the only concerns a merger or acquisition team must deal with. There
are a plethora of considerations that must be addressed by the merger and
acquisition team. It is up to the team to sort out all issues early in the effort
and to ensure that a skilled and experienced team is in place to work them.
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the target business and prepare a formal assessment including risk
identification and the impact of all observations and findings on
the value of the target. This assessment should be delivered to the
company CEO or the company Board of Directors.

4. Based on the findings, a recommendation to proceed or not to pro-
ceed is made by the due diligence team to the CEO and/or to the
Board of Directors.

5. Define parameters of a negotiation and implementation strategy
that will result in closing the deal and the signing of a contract
with the target.

6. Public disclosure (press release or announcement) of the transac-
tion is made. This disclosure does not include release of competi-
tive sensitive information, only the disclosure of the transaction.

7. Government filings must be made, as various legal filings are
required to implement and authorize the transaction. The legal
department, with support from the due diligence team, has the
responsibility to submit all filings

8. Conduct an orderly transition of the target into or out of the com-
pany. A divestiture must be spun off from the company and an
acquisition must be integrated into the company.
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Having a cross-functional team with representatives from all critical disci-
plines along with a well-defined game plan increases the probability of
success. The security staff is often overlooked when it comes to establish-
ing a merger or acquisition team. If not invited to join the team, the secu-
rity professional has an obligation to get on that team.

WHY SECURITY?

The role of security within a company is to protect people, information,
and physical assets and to mitigate risks to the company assets.

These are some questions that are often asked about security’s role in a
merger or acquisition:5

● Why does a merger or acquisition need security support?
● Aren’t mergers and acquisitions just ordinary business transac-

tions?
● They seem to occur nearly every day, so what is so special about them

that they require special security support, or any security support at
all?

● What value does a security professional bring to a merger and acqui-
sition team?

A security professional involved in a merger or acquisition must be
able to answer these questions as part of convincing a mergers or acquisi-
tion team that security should be an integral member of the team. If invited
on the team when the team is first formed, the security professional must
still be able to answer the preceding questions as part of the security oper-
ations plan that is needed to ensure the successful merger and integration
of the acquired or merged company.

Security: The American Heritage Dictionary defines security as:
Freedom from risk or danger or something that gives or assures safety.
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5 Throughout this chapter and this rest of this book we will address these and many
more questions concerning the need for security in support of mergers and acquisitions.
We intend not only to provide answers but to provide a framework of understanding of
how mergers and acquisitions work and why security plays such an important role in
the success of these business transactions. Furthermore, we will provide a model to be
used as a guideline for security professionals to assist them in their effort to provide
security support. Use of this model is not intended to be exclusive to the security pro-
fessional. We expect it to be useful for any member of a merger and acquisition team in
helping them better understand the complexity of the many issues associated with merg-
ers and acquisitions. It will also help in understanding basic and unique security-related
issues and the necessity of having a security professional as part of the team.
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If the business relationship is one of a merger, generally a joint merger
team is formed; however, employees of one or the other of the companies
must take a lead position. Regardless of whether or not the security pro-
fessional is in a security leadership role or just a support member of the
security team, it is important to understand the security issues and the role
of security to the project.

Getting Started and How Security Can Help

Mergers and acquisitions are extremely important matters and have a major
impact on any company. In some cases, mergers and acquisitions are so
large and encompassing that they drive a complete transformation of the
companies coming together and essentially cause the creation of a new
company. An action of this nature is not something to be taken lightly.
Moreover, it does not successfully occur on its own. Much planning and
effort are needed to make a merger or acquisition a successful event. Many
business disciplines must be part of the planning process. To achieve max-
imum success, all affected business disciplines must become part of the
process. Security is not an exception. A security manager or security pro-
fessional staff member must be part of the team from the very beginning.
This means that from the early planning stages, the merger or acquisition
team needs to be thinking about security and must have the support and
input of a security professional.

As alluded to earlier, security professionals should know how mergers
and acquisitions get started. Company executives consciously engage in a
strategy to expand or improve the business. There are many options avail-
able for them to consider for expanding or growing the business. Mergers and
acquisitions are but one and are generally the fastest way to achieve growth.
A company will often establish a business team to seek merger or acquisition
opportunities. Within these teams is where the ideas for potential target com-
panies germinate. Merger and acquisition teams generally include members
with expertise in business strategy, finance and investments, and executive
management. They should also include a security representative.

A large company may have the luxury of maintaining a full-time team
of professionals dedicated to mergers and acquisitions. A small company
or a company with less experience in mergers and acquisitions cannot
afford to have a full-time team, so it forms an integrated process team,
drawing from within the company to look for merger or acquisition oppor-
tunities. Usually a team consists of business professionals from within the
company, led by financial experts or strategic planners, and with some
support from outside expertise.

Involving outside expertise is always a good idea if for no other
reason than bringing in an independent perspective. Someone who is
sufficiently disassociated from the business to bring an independent view
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will help balance the team’s thinking and complement its expertise. It is
not uncommon for a merger and acquisition team to want a merger so badly
that its own desires cloud its ability to see any negative aspects to making
the deal. Using outside expertise may help prevent this from occurring.
Furthermore, hiring a consultant when little or no internal expertise exists
within the company may be a prudent course of action.

After the core merger and acquisition team is formed, it begins its
work to identify potential target companies for capture. It is in these very
early stages of the planning when the security representative to the merg-
ers or acquisitions team should be relied on to assist. As part of the effort
to identify suitable target companies, the team does preliminary work to
learn more about potential target companies. It is precisely in these early
stages where security can begin to offer much support. Generally, at this
stage of the process, security can provide investigative or research assis-
tance to help the team learn as much about the target company as possible.
This support is much like conducting a preemployment background check
on a potential employee. In addition, this initial step can use the same
processes used for competitive intelligence collection.

The security manager can conduct a similar assessment for a target
company. By searching court records, security can learn if the target com-
pany and/or its key executives have any history of criminality. Moreover,
information about the reputation of the company may be learned through
information brokers and public records. This information, if learned early
enough, may help facilitate an early assessment and possibly early deci-
sions. For example, learning that a potential target company has a convic-
tion for corruption may influence how the value of the target company is
assessed. If the information reveals problems of a more serious magnitude,
an early decision may be made to scrap the effort, thereby reducing the
likelihood of wasting future time and effort or from causing any embar-
rassment to the acquiring company and its reputation. Moreover, learning
something similar about a key executive may trigger a more thorough
assessment of the company to be acquired in an attempt to ferret out as
much information as possible, thereby supporting the merger and acquisi-
tion team objective to make the best informed business decisions.

Security in the early stages of the effort involves more than the quest
for quality background information on potential target companies. The role
of security and the security manager reaches far beyond conducting inves-
tigations. The next sections describe other areas that require attention and
support from security professionals.

Protecting the Effort Itself: Use of Operational Security Methods

Protecting the effort is where security begins. It is the first concern for the
security manager and should also be a high priority for the merger and
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acquisition team leadership. If the merger or acquisition effort itself is not
properly protected, it may be damaged or derailed.

Security is a protective discipline. When supporting a merger or
acquisition effort, that responsibility does not change. Nearly all members
of the merger and acquisition team are focused on making the deal. Each
team member conducts an assessment of the target company working
within his/her area of expertise. Collectively, they come together to create
a final assessment. During this process very few, if any, team members
focus on protecting the effort. The security manager must provide the lead-
ership and expertise necessary to apply an appropriate degree of protection
to the effort. The security manager is responsible for ensuring that
proper security controls are in place, all team members understand what
the controls are and how to work within them, and why they are impor-
tant. An uninformed team will not consciously comply with security
requirements. An ignorant or apathetic team will just ignore them.

Protecting the effort generally breaks down into three areas:

1. Confidentiality of effort: Protecting the confidentiality of the effort is
paramount. When seeking to make a major strategic move such as
acquiring another company, it is not wise to expose these intentions
too early. Exposure of intentions too soon could alert competitors,
causing them to react in such a way as to prevent this transaction from
happening. That could mean they seek to acquire the target company
themselves, thus making the desired acquisition that much harder.
Furthermore, if the market has an indication that a deal is developing,
the stock price of the target company could rise. If it rises high enough,
the increase in value could kill the deal. It may cause the price to
acquire the target company to rise beyond what the acquiring com-
pany is willing to, or capable of, paying.

Maintaining confidentiality of a merger or acquisition, in its early
stages, may be the most critical element of the effort to protect, but it sure
can be argued that it is the most difficult. It is not a natural action for a
team used to sharing information with each other to effectively stay within
those boundaries and not share information, albeit limited, with others
outside the team. Moreover, team activities and behavior, when observed
by knowledgeable people, can be very revealing. Confidentiality further
breaks down into two major considerations:

● Confidentiality of the total effort: Knowledge that the effort exists
may need to be kept from everyone outside the merger and acqui-
sition team. Disclosure of this information may compromise or
jeopardize the effort. For competitive reasons, it may be necessary
to keep the existence of the effort unknown to all but the merger or
acquisition team itself. At some point in time, all mergers and
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acquisitions become known, but that occurrence must be con-
trolled, deliberate, and approved by executive management. It must
not be accidental or happenstance. In the event a company is pro-
ceeding down the path of a hostile takeover action, at least in the
early stages of the process, the acquiring company may not want
the targeted company made aware of these plans. If the target com-
pany does become aware of plans to acquire them and it is not
interested in being acquired, it may have sufficient time to develop
a variety of defensive measures to prevent itself from being
acquired. Hostile takeovers make for very good drama. Keeping a
low profile for as long as possible can help prevent or mitigate this
distraction.

● Confidentiality of the team’s work must be maintained: Even if it is
publicly known that an acquisition team from one company is purs-
ing a targeted company, there are still things that must remain con-
fidential. Specific strategies, plans, processes, analysis, and
assessments must not be revealed to people outside the team with-
out the expressed permission of team leadership, or another in the
executive management chain. Unauthorized releases may compro-
mise or harm the effort. At the very least, unauthorized releases
may provide a competitor with information (intelligence) it did not
possess and did not have to work to get. This information may even
assist a competitor in a countermove, thus preventing the merger or
acquisition or at least making it a more difficult transaction. An
unauthorized release of information may allow a competitor to gain
information of value at little or no cost to itself. This is never a good
situation.

The security professional must work with the team leader, and both
must accept and share responsibility for leading the protection of the entire
effort. Accepting responsibility is part of the process of accountability.
Team members play an important role in protecting the effort. Each must
be made to understand the need for confidentiality. Each must adhere to
approved practices and engage in appropriate behavior to ensure confi-
dentiality. The security professional is responsible for developing and
implementing processes and procedures used by all to protect the effort.
Periodic testing of these processes and procedures is essential to ensure
they continue to work well and serve as they were intended in the effort to
protect.

2. Protection of information: In some ways, information is what the
merger and acquisition is all about, notwithstanding the fact that
teams’ overall objectives are to find the best targets for mergers and
acquisitions, and to successfully execute those mergers or acquisi-
tions, thereby bringing the intended value to the company. To do so
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effectively requires obtaining and evaluating information. Information
is the lifeblood of any merger or acquisition effort. It is information
that is sought, obtained, synthesized, analyzed, and acted upon. If the
information gathered does not have integrity (true as opposed to false
or inappropriately manipulated) and confidentiality and is not avail-
able when needed, it loses value. If there is a single critical component
of the effort requiring protection, it must be information.

3. Protection of the merger and acquisition team: Merger and acquisition
teams also may require protection. Not all work is accomplished
within the confines of the company office building. Often the team
must venture out to accomplish its work. If the target of the merger
and acquisition team is a foreign company, some or all of the team
will need to visit that company to perform critical elements of their
analysis.

In a high-profile event, team members may require protection as they
conduct their business outside the confines of the company office.
Competitors, media and special interest groups may desire to learn more
about the activity and get close to team members. These contacts must be
controlled and not allowed to occur randomly. In addition, if information
is known to the public, such teams may be the target of national zealots
who oppose the foreign merger or acquisition. Terrorists may also attempt
to gain maximum publicity by violent acts targeting the team. Effectively
applying protective measures is the role of security, often in coordination
with local law enforcement agencies.

Assessing the Security Condition of the Target Company

Assessing the security condition of the target company is of utmost impor-
tance. After all, it is all about protecting the company’s assets.

● Assess the security condition of the target company: The most capable
and prepared person within the acquiring company to assess the secu-
rity condition of the target company is the security manager. In the
effort to learn and know as much about the target company as possi-
ble, the services of the security manager are required. The security
manager must be an equal member of the team to be an effective mem-
ber of the team. With this tasking, the security manager is much like
any other team member. A specific function within the target com-
pany must be evaluated as part of the overall team assessment.

Knowing about security vulnerabilities and related issues early
enables the merger and acquisition team to consider these factors as it
makes an assessment of the target company and assigns a value to it.
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Unless severe security problems exist, security issues generally never
break the merger or acquisition (deal). However, security problems or a
substandard company security program can impact the value of the deal.
Anything that may affect the value of the deal must be given serious con-
sideration. Failure to do so is something less than a proper due-diligence
effort.

Like any other member of the team, the security manager must con-
duct a security assessment that is as thorough an evaluation as possible.
Recognizing that there will be limits on time and the availability of infor-
mation, the security professional should have a set of measurement tools
to use to sort and evaluate the collected information. Obviously, this must
be accomplished to make sense of what is learned and to communicate that
back to team members as a meaningful set of information useful to the
overall assessment.

In every instance the functional team makes an evaluation of the cur-
rent condition of each function within the target company. Moreover, each
team seeks to understand the future condition of each function and antici-
pate potential issues or problems in terms of how those issues and prob-
lems could possibly affect the future capability of the company.

● Help move the effort along: Speed and thoroughness are necessary but
competing objectives. Moving too quickly may lead to mistakes or
missed information. Moving too slowly may be costly in terms of lost
time. As is the case with all business transactions; “time is money.”
Moving too slowly will also allow time for a competitor to learn more
about what the acquiring company is planning. The security manager
can and must help the effort move along. As the team proceeds
through the merger or acquisition process, without doubt, issues or
problems will develop. Some of these issues and problems have secu-
rity implications or require security support for resolution. Being able
to react quickly to security problems and issues by implementing
effective measures or solutions will help keep the effort moving along
as quickly as possible.

● Identify synergies: Much of the merger or acquisition team’s effort is
spent seeking to identity potential synergies that can be exploited dur-
ing the integration phase and can lead to cost reductions, process
improvements, or increased productivity. Most of this activity will
occur after a merger or acquisition is made. However, to the extent
possible, identifying potential synergies before deal closure provides
an integration team with an advantage. If you recall, synergies are
achieved when two companies bring different strengths together,
enabling them to improve or eliminate existing weaknesses and max-
imize on their strengths. Capitalizing on synergies is critical to achiev-
ing cost savings, cost reductions and cost avoidance. Moreover,
synergies will be sought as part of the effort to eliminate redundan-
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cies. In the postmerger or acquisition phase, all staff in all company
functions and disciplines will be expected to examine their organiza-
tions, seeking opportunities for synergies. Security is no exception.
How security does business in the target company must be examined.
When the two companies come together, performance improvements
will be expected. Best practices of either company should be con-
sidered for adoption and poor practices slated for reengineering or
elimination.

Preparing for the Integration of the Newly Acquired Company
into the Acquiring Company

The security professional must prepare for the integration of the newly
acquired company into the acquiring company.

Identify Security Requirements for the New Company

What will be the security needs of the new company? The combination of
two companies into a single larger company changes that company in
many ways. Those changes should be anticipated and evaluated in terms
of future security requirements. Some of the security needs of the newly
created company may be driven by the security condition of the two com-
panies coming together. Any security problems or vulnerabilities identi-
fied during the assessment phase will require attention during the
integration phase. Understanding the impact of security problems and vul-
nerabilities early on will allow more time for planning and development of
mitigation measures.

In some cases when two companies come together, it may not be prac-
tical to simply impose the security practices of the acquiring company on
the new company. The structure and operations of the new company may
be so different from either heritage company that the overall security needs
and requirements for the newly combined company may now differ signif-
icantly. If this is the case, much work will be needed in assessing and
understanding those needs and developing procedures and practices to
support them.

Controlling Rumors

Rumors are not a good thing, but without doubt they will develop fast and
quickly spread. It is often the case that rumors contain a sufficient amount
of truth to be at the very least annoying and perhaps even harmful. Some
rumors may be more false than true; others will be more true than false. In
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any event, they are still rumors. Rumors can be complicated. They may
involve teams of people to make them happen. As information is
exchanged, rumors develop and anxiety levels soar. Rumors grow and
spread fastest when little is known about an activity. People have a ten-
dency to fill a knowledge void with supposition and their own conclu-
sions, no matter how fantastic these conclusions may seem.

Preventing rumors is impossible. Limiting and controlling them are
possible. Frequent, structured, honest, and planned communications will
cut down on the development and spreading of rumors. For the overall
effort, this is a concern. Security is no exception. Within the security
organizations, security managers must work to communicate openly, hon-
estly, and frequently to ensure that the proper messages and information
are communicated, not allowing for rumors or other forms of misinforma-
tion to develop. Rumors heighten the already high sense of anxiety
employees have resulting from situations of uncertainty. Controlling
rumors will help mitigate that tendency of anxiety. Communicating often,
openly, and honestly will help keep employees informed and their anxiety
level low. Using operational security methods will help mitigate such
problems. The team’s security manager may want to consider an opera-
tional security umbrella to cover the acquisition or merger and using com-
partmentation, plan for “rumor control.” In fact, at the initial phase of any
merger or acquisition, the security manager should provide the team with
a briefing on how to use operational security methods as a tool to help
maintain confidentiality of the proposed merger or acquisition.

Global or International Aspects

If the merger or acquisition effort involves companies from different coun-
tries, the role of security becomes more involved and demanding.
International travel, laws, and regulations from multiple countries and cul-
tural and language differences along with differing business practices make
the task of protecting the effort, people, and information more complicated.
Having an understanding of international business issues will be helpful.
Having a security manager on the team with experience in international
business, and security will be invaluable to the effort. When an acquisition
team leader selects a security manager to support the team, the leader
should keep in mind the importance of international business experience.

THE ROLE OF THE SECURITY MANAGER AND THE SECURITY
ORGANIZATION IN SUPPORT OF MERGERS AND ACQUISITIONS

As alluded to earlier, the importance of security in support of a merger or
acquisition can’t be overemphasized. All mergers and acquisitions are
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faced with security issues and concerns. To properly handle them, security
managers need to be involved. The extent of security involvement varies
depending on the complexity and size of the total effort. Moreover, secu-
rity issues and concerns vary according to the nature of the business, type
of industry, and the maturity of the security programs. For example, secu-
rity issues common to the banking industry differ from security issues
common to the transportation industry.

Security and the security manager plays a supporting role. Like many
other supporting organizations, security contributes to the overall success
of the effort. Security is not the most critical component of a merger and
acquisition team. The merger and acquisition team has a mission to:

● Identify potential targets for acquisition
● Assess those target companies
● Execute the merger or acquisition

The most critical function of any merger or acquisition team is to
properly assess the value of a target company. That responsibility lies with
the financial team. That is not to say that security is not an important ele-
ment in preparing for and executing a merger or acquisition; therefore, it
should not be ignored or relegated to a role of less significance. The para-
mount concern of the merger and acquisition team is to identify and prop-
erly value a target company.

The financial team focuses on determining the current financial con-
dition of the target company. It also assesses its future earnings capabili-
ties. With that information, a value is placed on the target company. This
process is much like the actions of any serious investor when looking for
an investment opportunity in any company. Investors seek the optimum
deal. A deal that adds value to the acquiring company thus benefits its
owners. When one company acquires (purchases) another company, that
transaction is an investment. The role of the security manager is to do what
is necessary to support the merger or acquisition team in its effort to
accomplish this mission.

In any event, security plays an important role on the merger and
acquisition team. The security team has a responsibility to mitigate risks
and protect the interest of the company, its owners, and shareholders. In
support of this obligation, security, as a member of the merger or acquisi-
tion team, helps the team make informed decisions and execute a success-
ful transaction.

It is not always apparent to the merger or acquisition team leader-
ship that security needs to be an active member. Nor is it always appar-
ent in the early stages of the effort that the team will encounter situations
where expert security support is essential to properly protect the effort
and/or its related assets. This is particularly true with new or inexperi-
enced teams.
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Team leaders and team members with little to no experience in
mergers and acquisitions may not recognize the importance of ensuring
that security is an intricate part of the process. If this is the case, it is
incumbent on the security manager to work with team leadership and
help them understand the role security should play. Doing this early in
the effort may help avert security problems from developing later on.
Essentially, it may require the security manager to “sell” security to the
team. It is important to sell security to team leadership based on real
issues and the value security brings to the effort. Don’t oversell with
exaggerated claims of what security can or should accomplish. Be real-
istic. The credibility of the security manager and organization is at
stake.

Selling security may be as simple as meeting with the team leader-
ship, or all its members, and providing advice and counsel on relevant
security issues and concerns along with creating an understanding of
what the security organization can do to support the effort. In some
instances, selling security may not be so easy and may require the devel-
opment of a more formal business case characterizing to team leadership
the precise value security brings to the effort. In developing the business
case, the security professional should keep separate the protective role
from the assessment role; thereby ensuring both are communicated and
understood.

Team Consultant

Part of the role for security is to serve as the team’s “in-house consultant,”
that is to say, serve as a subject matter expert and help the team learn as
much as possible about the target company, particularly as it pertains to
matters of security. There are many ways to learn about a target company.
If the company is publicly held, much information may be obtained
directly from the company itself through its investor relations organiza-
tion. Moreover, in the United States, information can be obtained from the
Securities Exchange Commission, stock market agencies, various publica-
tions, and many other sources. Learning and collecting information beyond
what is available from these sources requires further investigative work.
The gathering of competitive intelligence is a complex task the security
manager can and should support.

Other Roles of the Security Manager

The role of consultant to the merger or acquisition team is only one of the
important tasks of the security manager. The role of security is multifaceted
and the security manager supports the effort in many ways.
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Cost/Budgeting

Budgets and expenses must be managed. Every function is responsible for
managing its department budget and its expenditures. Security is no excep-
tion. The security manager must plan for and manage the cost of security
in support of the overall merger and acquisition effort. Additionally, the
expected costs associated with providing security to the new company dur-
ing the postacquisition period must be identified. The security manager
must evaluate what resources will be needed to provide security to the
company after the two companies merge.

During the premerger period most of the costs encountered by secu-
rity are labor costs. To ensure that sufficient security expertise is support-
ing the merger and acquisition team, the security manager uses company
security professionals or security consultants to do the necessary work.

During the postmerger period, the security manager focuses on what
it costs to provide security to the new company. When two companies
come together as one, the security statement of work must be changed. It
must be adapted to meet the security needs of the combined companies.
With a change in the security statement of work will come a change in the
cost of security.

When it comes to spending money on security, one condition is cer-
tain: The cost of security for the new company will be expected (by com-
pany leadership) to amount to something less than the combined cost of
security for the two companies when they were separate. The security
manager will be expected to achieve cost savings when bringing two secu-
rity organizations together. Company leadership will expect the security
manager to find opportunities for the elimination of waste and redundan-
cies and to capitalize on any and all potential synergies. Essentially, when
it comes to combining two companies or two functions, management has
an expectation that one plus one should not equal two. It should equal
something less than two. It should never equal more than two.

The security manager must also remember the following:

● Some people will undoubtedly lose their jobs as part of an acquisi-
tion or merger and elimination of redundant processes and tasks.
Telling people that they no longer have a job is not an enjoyable
task. However, it must be done professionally and the sooner the
better to eliminate the increased stress and loss of productivity suf-
fered as a result of the merger or acquisition.

● Do not get talked into doing additional work without an increase in
budget or a specific budget from which to draw funds to support
the merger or acquisition. You will find that other managers will
have additional budget available. Don’t play the “dedicated, loyal
company fool” by trying to do the additional work without addi-
tional budget.
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Assess Impact to Other Organizations

Security cannot operate in a vacuum. Any analysis of security issues and
concerns must consider the impact on the total effort, other functions, and
the company as a whole. When assessing security issues, keep in mind the
potential impact to affected organizations. For example, if a target com-
pany conducts business internationally with operations in high-risk coun-
tries, those operations should have in place contingency plans
appropriately developed to mitigate those risks. If they do not have con-
tingency plans in place, they may be operating at a higher degree of risk
than is acceptable to the company. The extent of that risk varies depending
on the size and value of the operation. The team, when made aware of
these risks, must acknowledge them and either accept them or mitigate
them. In addition, accepting the risks may lead to lowering the value
assessment of the target company. Mitigating the risks may cause addi-
tional costs. Some organizations may be affected, as they may have to
spend money later on to mitigate identified risk. They should know this as
early as possible. Depending on the degree of risks and the cost of mitiga-
tion, the deal itself may be affected.

Communications

For security, communications is divided into three major categories:

● Team communications: Within the merger and acquisition team,
communications are generally of a confidential nature. Information
related to the merger or acquisition is communicated between team
members and must stay within the confines of the team. None of
this information is shared outside the team. It is the role of the
security manager to define the parameters and requirements for
protecting team communications. Clear communication guide-
lines and procedures must be established and shared with all team
members.

● Communications to employees of the target company: As the
merger and acquisition process evolves, it may be necessary for
security to communicate information to employees of the target
company or to all company employees. For example, if a change in
a security procedure is necessary, that change must be communi-
cated to all employees. A process should be established for all for-
mal communications to ensure that all employees receive the
necessary information in a timely manner. Since communications
are very sensitive during a merger or acquisition, any communica-
tions processes developed must be coordinated with the team and
especially the individual assigned responsibility for merger or
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acquisition employee/company communications. Conflicting or
improper communications must be avoided, as they are difficult to
recover from. Because of the sensitive nature of a merger or acqui-
sition, all outside communications should be through the commu-
nications focal point. This point cannot be stressed too heavily.
Even if approval is granted for the security manager to communi-
cate outside the team on such matters, this communication must be
carefully evaluated by the security manager, as any adverse impact
caused by such communication will be blamed on the security
manager whether or not the blame is valid.

● Communications within the security community: Security manage-
ment must effectively communicate with all members of the secu-
rity team. These communications should occur regularly and be as
thorough as possible. Within this context security communications
take two forms: (1) communicating security-related issues and
actions to security employees to ensure that everyone is working
toward the same plan and the same objectives and (2) communicat-
ing to the security team in their capacity as a company employee.

Security professionals and staff are employees, too. Security manage-
ment must communicate to security employees to keep them as informed
as practical concerning the changes occurring within the company.
Security employees, like all other employees, experience high levels of
anxiety during periods of uncertainty. To keep this anxiety at a minimum,
regular and frequent communications are essential.

Ethics

Behaving ethically should not be something employees and management
have to be reminded to do; however, this is often the case. Newspapers and
business journals are filled with stories of companies and their employees
engaging in unethical behavior. Unethical behavior almost always has neg-
ative ramifications and will end up costing any company more than the
perceived gain. During a merger and acquisition effort, much trust is
placed on the merger and acquisition team. Sensitive information, plans,
and strategies are shared with team members. Team information is often
confidential and requires proper handling and use. In some cases, the han-
dling of information is governed by legal or regulatory requirements. Using
any of this information in a manner not sanctioned by the team or company
is inappropriate. Misuse in terms of government regulation or law may be
punishable with criminal sanctions (e.g., you may be fined and also go to
prison!).

Security personnel have the same obligations as all team members—
to behave ethically. Furthermore, security personnel are often entrusted
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with sensitive information beyond that of the average team member. As
protectors of information, security professionals should perform their
duties to the highest standard of behavior, setting an example for all.

Planning

In any business endeavor, planning is essential. Planning allows a team to
think through the activity and identify actions and issues. As actions and
issues are identified, they can be carefully considered for alternative
actions and implementation. The process of planning causes a team to con-
sider all aspects of the endeavor, good and bad. The process of planning
brings the team to a common level of understanding as to what must be
accomplished and how it is to be accomplished. The product of planning
is the creation of a written plan. The plan itself is the documented result of
planning and the metrics by which goals and objectives are measured
against. It can be argued that the true value of the plan is the process of
planning. For the plan to be most effective, it must be communicated to the
team, shared by the team, and, perhaps most important, agreed to by all
team members.

An experienced merger or acquisition team will have a plan. That
plan should cover everything from the process of identifying target com-
panies to closing the deal and all actions that lie between. A portion of the
total plan should be dedicated to security. As a subset of the total effort, a
security plan must be developed. The security plan should address secu-
rity actions and issues for all phases of the effort as a subplan of the over-
all merger or acquisition plan. The security plan should also include the
actions and procedures needed to keep the effort confidential, an opera-
tional security (OPSEC) plan. The security plan is obviously most useful
when communicated and made available to all of the team members.

SECURITY SUPPORT: PREMERGER AND POSTMERGER
OR ACQUISITION

A merger or acquisition can be divided into two major phases: premerger
and postmerger. Each phase is made up of different activities and therefore
requires different types of support. In the early stages, the security organi-
zation should focus on protecting the effort and the team and participating
as a team member in assessing the condition of the target company. After
the merger or acquisition, the role of security changes. With the initial
phase of the effort complete, security shifts to focusing on the protection
requirements for the new company. The security manager is also responsi-
ble for supporting the integration of the newly acquired business into the
existing company. Like every other functional lead, the security manager is
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responsible for integrating the two security organizations together to form
a new security organization. If the acquired company is a large business,
integrating them into the acquiring company is no small task. The larger
the company, the more complicated and involved the integration effort.

Premerger or Acquisition

During the premerger or acquisition phase, the role of security is primarily
fact-finding and protective:

● Preliminary background investigations: Learn as much as possible
about the target company and its leadership. All knowledge gained
early will have value in later phases. The more the merger and
acquisition team can learn about the target company the greater the
possibility of good business decisions being made.

● Due diligence: During the due diligence phase of the effort, the
merger and acquisition team has an opportunity and an obligation
to take a more in-depth look at the target company. This examina-
tion is still limited. How extensive it becomes may require an agree-
ment by both companies. Nevertheless, it will be an opportunity to
learn more about the target company than is available from open
sources. The time frame for the due diligence is limited but should
be sufficient to allow for obtaining enough information about the
company so that when this information is combined with data
gathered from other sources as well as open sources, chances of
making the correct decisions are enhanced. It is during this phase
that the team leadership identifies and considers all problems and
concerns. The problems are evaluated and a decision is made to
proceed with the merger or acquisition or abort the effort.

● Operations security: Operations, or operational security (OPSEC),
refers to the measures and controls applied to the effort to ensure
that the day-to-day activities of the team are protected to the extent
appropriate. The security manager is responsible for leading this

Due diligence: Such a measure of prudence, activity or assiduity, as is
properly to be expected from, and ordinarily exercised by, a reasonable
and prudent man under the circumstances; not measured by any
absolute standard but depending on the relative facts of the special 
case . . .6
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effort and for developing and implementing the necessary protec-
tive measures. Protective measures vary with each phase of the
effort, as each phase differs in its need for control. For example, the
initial discussion concerning the team’s intentions to acquire a tar-
get company and the background assessments of that company and
its executives generally need to occur under very tight controls.
Preventing knowledge of the discussions from becoming public
could have competitive and legal implications. For example, if pub-
licly traded companies are involved, information suggesting the
possibility of a merger or acquisition could have an impact on the
stock price of one or both companies. Consider when Comcast
announced its intentions to acquire Disney. The stock price of both
companies was immediately affected, with Comcast stock dropping
and Disney stock rising. Moreover, much of the information per-
taining to proposed mergers and acquisitions is subject to control
by government regulations, so companies are obligated to control
the release of information.

Day One of the Merger or Acquisition

Actions taken before a merger or acquisition, as already mentioned, are lim-
ited for many reasons. Until the acquisition is complete, the acquiring com-
pany does not own the target company and therefore does not have the
authority or right to do anything that will change or alter the target com-
pany. Once the target company is acquired, however, the new owner has
complete authority to fully examine all aspects of the acquired company
and make whatever changes are necessary. What does this mean to the secu-
rity manager and the security organization? The security manager is now
free to fully examine and assess the security program of the newly acquired
company and begin to address issues and make changes. Having been part
of the due diligence assessment, the security manager should already have
a basic understanding of the acquired company’s security program and a
good idea of any security problems that exist. Moving forward from this
baseline of knowledge, a more detailed assessment should be planned.

Postmerger or Acquisition

In the postacquisition period, the premerger and acquisition work would
have been accomplished, including the preliminary background assess-
ment. Furthermore, the due diligence phase can now be expanded into a
complete analysis of the security condition of the newly acquired com-
pany. Since during the premerger phase there are limits on the amount of
information available for analysis, the total assessment cannot be com-
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pleted until after the merger or acquisition occurs. It is during the post-
merger or acquisition period when all data are made available.

The expanded assessment should include a complete threat and
vulnerability analysis. Keep in mind that the expanded assessment must
be accomplished on the acquired company as it operated in its pre-
merger or acquisition environment. Understanding how the acquired
company functioned before the merger will be useful when leading the
acquired company through the integration phase in becoming part of the
new company. Will the security issues of the acquired company impact
the new company? If so, how and what needs to be done to mitigate
those issues?

Once the postmerger period begins, most of the effort will shift from
assessment to integration. Integrating the two companies together requires
an integration of the two security organizations. The integration effort is
always the most problematic phase of any merger or acquisition. It is often
neglected and poorly planned. From the beginning, so much attention is
focused on making the merger or acquisition happen and closing the deal—
what some refer to as the “sexy part of the effort.” The postmerger integra-
tion is much less “sexy” and takes much longer to accomplish. A successful
integration requires a well-defined end state, as well as a clear and commu-
nicated plan to get there.

Changing the Culture of the Organization

In an ideal state, when two organizations merge, a new and desired culture
is developed. A desired culture should reflect the values and expectations
of the new organization’s leadership. This does not happen on its own.
Changing an organization’s culture requires much work with clear and
concise communications expectations. If left unattended, a new culture
will develop but it will not be the desired culture. It is possible that the cul-
ture of each of the two separate companies will continue to exist in con-
flict if they are not driven to change. The result will be a dysfunctional
condition, with clashes in cultural behavior inhibiting the development of
a new efficient and effective organization—the opposite of what the com-
pany leadership and owners need and expect.

To achieve a desired culture, the expectations and values of the new
company must be communicated clearly, consistently, and often. Behavior
that is consistent with the stated expectations and values of the newly
formed company must be rewarded. This is as true for the individual func-
tions that make up the entire company as it is for the company as a whole.

Within the security organization, the security manager has the
responsibility to bring the two organizations together working toward a
common purpose of achieving stated expectations. The security manager
must ensure that this is accomplished in a manner that is consistent with
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the stated values of the company. This is no easy task and achieving suc-
cess requires the use of integration tools such as the following:

● Security council: Establishing a security council can be an effec-
tive tool in large companies with large security organizations.
A security council is really nothing more than a forum to bring
together those charged with implementing and managing the com-
pany security program to ensure they work toward a common
approach. In essence, it is a forum for the organization’s security
leadership to come together and work toward the same objectives.
A security council gives all of security management a seat at the
table. It is a tool of inclusiveness. When two companies come
together, each of the similar functions will operate somewhat alike
but possibly not the same. Expectations and objectives will differ
as each entity holds on to what it knows and what it values.
Merging into a single entity will require changing what each
knows, the values, and the expectations. Accomplishing this inte-
gration will not occur naturally. It has to be designed to happen.
Each organization must understand and “buy-in” to a single com-
mon vision and set of expectations. Getting there will require
developing trusting relationships within a framework of common
expectations and using common tools, including common
processes and the institution of common policies and procedures.
Reinforcing this behavior should be the implementation of com-
mon measures and rewards. A security council should be a char-
tered body established for the primary purpose of being the
deliberative body for security’s functional issues when the func-
tion is large and disparate. The membership should include the
organization’s senior functional (security) management along with
members from other disciplines with a major stake in the security
program. This council can also be used as a forum to develop
strategies and processes to ensure that commonality is achieved
and redundancies are eliminated.

● Policy and procedures: Long- and short-term policy changes (not
intended to cover every area, but at least the critical areas) serve as
an interim operating guidance until long-term objectives are
defined. Policies and procedures are considered the company-
created rules. They are a declaration of how the business intends to
operate. They define the operational parameters. Every company
must have a set of company security policies and procedures. They
establish the rules within which everyone, including security pro-
fessionals, are expected to operate. When properly designed, they
are a very powerful tool for influencing performance and behavior.

● Service agreements: These agreements establish boundaries for
continuation of services until more permanent measures can be
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taken. They are particularly useful when only a business unit of a
company and not an entire company is acquired. They are also use-
ful during a divestiture when a portion of a company is sold but not
the entire company. For many reasons, it may be necessary for the
divested business unit to remain linked to the divesting parent
until provisions can be made for a complete separation. For exam-
ple, if a divested business unit shares a facility with elements of the
divesting company, it may be necessary for the acquiring company
to lease back facility space from the seller to keep the newly
acquired business unit operational. It may also be necessary for a
period of time for the acquiring company to buy back services until
the separation is complete. These services may include security
services. When service agreements are established they should
meet the following conditions:

1. They must be established for a short period of time. As short as
possible is best. Continuing the relationship for any length of time
will be problematic. Keeping it as short as possible will reduce the
likelihood of problems.

2. The type of service provided must be well defined. Leave no ambi-
guity in the agreement.

3. Service agreements must be part of the sale contract.
4. All security issues must be clearly stated to prevent failures or mis-

understandings from occurring in the future.

Service agreements may be a necessary tool and can be a useful tool.
Because they are part of the delay in separating the business unit from its
parent company, they should be used sparingly.

● Cost of security: Cost is always an issue. Within most companies,
security is a cost center and not a revenue center. Unless the com-
pany is in the business of selling security products and services,
security does not usually generate revenue. Like other supporting
functions, the security organization exists to fulfill a protective and
compliance role. Company assets protection, driven by laws, regu-
lations, and the need to mitigate risks, are the reason security
organizations are formed. Moreover, to protect their own interest,
most companies establish a set of rules (policies and procedures) to
provide a protective framework for employees to operate within.
This costs money.

When a merger or acquisition occurs, executive management and
ownership have an expectation that value will be created with the union of
the two companies. One way to increase that value is to reduce costs.
Capitalizing on synergies and eliminating redundancies are common
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means of reducing costs. Every function within the company will be
expected to make a contribution. Security is no exception. There are other
potential issues of concern:

● Disgruntled employees: Every merger or acquisition brings with it
at least one disgruntled employee. Of course there is usually more
than one but at the very least there will be one. Human nature is
such that someone will not be happy with the deal. Even when
owners and management are quite pleased with the transaction,
recognizing it to be an important and valued-added event, some-
one will not be happy. Disgruntled employees can be disruptive.
At the very least, they can be difficult to work with and thus cre-
ate a level of tension within the organization that is enough to dis-
rupt the normal work process. When employees are unhappy
about a merger or acquisition, they usually don’t keep this to them-
selves. Some passively resist change and are not supportive of the
effort to integrate into the new acquiring company. In some cases,
disgruntled employees can be very disruptive. Angry employees
are not pleasant to be around. Their negative behavior and attitude
may create an environment where unresolved conflict develops
and even thrives. This is not a condition conducive to good
employee morale, teamwork, and sustained high levels of produc-
tivity. In extreme cases, disgruntled employees may act out and
even attempt to “sabotage” the integration process. Recognizing
disgruntled employees and taking preemptive corrective action are
the responsibilities of disgruntled employees’ immediate manage-
ment. Dealing with disgruntled employees may also require the
assistance of the human resources organization and security. In
dealing with a disgruntled employee, the security manager usually
does not need to get involved unless employee behavior or actions
create a disruptive or hostile work environment. Should an inci-
dent of workplace violence occur, the security manager should be
immediately engaged as part of a threat assessment team or inci-
dent response management process. Disruptive employees and
incidents of work place violence must be handled swiftly and
decisively.

● Working and doing business with governments: Foreign mergers
and acquisitions can be more complex than mergers and acquisi-
tions occurring within the same country. Many factors contribute to
the complexity of a merger or acquisition. Pursuing a foreign com-
pany greatly complicates the transaction. Success requires an abil-
ity to work within the legal, political, and cultural structures of the
target company’s country. Every country has a different set of gov-
erning principles for business activity affecting mergers and acqui-
sitions. Within some countries, the laws and regulations are
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friendly toward mergers and acquisitions; in other countries, the
laws and regulations are so complex and onerous that they make
executing mergers or acquisitions nearly impossible. In other coun-
tries only specific industries are afforded protection with
antimerger and acquisition regulations. Generally, those industries
or sectors are considered national assets and provide a economic
power or advantage to the host country. Understanding these con-
siderations; as well as the society and culture of the foreign coun-
try, is essential in the earliest stages of a merger or acquisition.
Knowing about these issues in the early stages of the effort may pre-
vent a major loss of time and money.

● Classified government work: Merging with or acquiring a company
that does national security (e.g., classified government work) cre-
ates another set of issues. Where classified government contracts
are involved, strict regulatory and legal requirements drive how
those companies must conduct business. If an acquiring company
seeks a target company from another country and that company is
engaged in classified government contracts from its host country,
the acquisition may or may not be permitted. At the very least, if
permitted, layers of separation will be necessary, ensuring the
national security interests of the host country are protected. In
essence a “firewall” must be installed to ensure that the acquiring
company is separated from the target company’s host country pro-
tected information. These controls are complicated but can be
accomplished. For example, if a British company chooses to pursue
the acquisition of a U.S. company doing classified work for the
United States Department of Defense, the British company must
obtain approval for the acquisition from the U.S. Department of
Defense and other interested government agencies. Once these
approvals are obtained, conditions must be established that ensure
that classified information from the host country (United States) is
protected from unauthorized release and exposure to non-U.S. citi-
zens. This could even require separation and protection of infor-
mation from the entire British company. In accordance with U.S.
Department of Defense regulatory requirements, formal controls
and separations must be established to ensure these separations.7

If the merger or acquisition occurs between two U.S. companies,
both involved in classified government programs, the approval
process is much easier, as fewer, if any additional controls, are
required. The U.S. Government may require an integration plan
along with operational waivers allowing the acquired company to
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continue to operate in its currently approved mode, at least until
formal requests for change are submitted to the appropriate govern-
ment agency.

WHAT SHOULD A SECURITY MANAGER BE ON THE ALERT
FOR WHEN FIRST GETTING INVOLVED IN A MERGER
OR ACQUISITION EFFORT?

As stated earlier, the security manager is a critical member of the merger
and acquisition team, but that may not be recognized or understood by the
team leadership. This is often the situation if the team is an inexperienced
team. As a security manager, you must expect to spend time with the team
leadership to convince them of the value a security manager or team can
bring to a merger or acquisition.

All mergers and acquisitions are not the same. The size and nature of
the transaction will drive the complexity of the issues. Unless a security
manager is highly experienced with mergers and acquisitions, one condi-
tion is certain: more time will be spent supporting the effort than was
planned. If the security manager is not experienced with mergers or acqui-
sitions and sufficient security expertise is not available within the com-
pany, do not hesitate to seek outside support.

Sometimes, things go wrong even with “the best laid plans.” Keep
Murphy’s Law in mind at all times: If something can go wrong, it will.
When it does, immediate attention is necessary. Act swiftly to address and
solve problems. Not all problems must be solved right away. Some do and
must be quickly recognized. Solving them promptly will improve the
team’s ability to quickly and properly move through the effort in conduct-
ing their assessment.

During the premerger and acquisition phase, the team may have lim-
ited access to information. The details of the inner workings of the company
will not be fully revealed or understood until the postmerger and acquisi-
tion period. At that time, the security manager and the entire team should
expect that sufficient information will be available to the team to allow
them to value the target company and determine if there are any major secu-
rity issues. Less obviously, issues will not surface early. Usually these issues
develop during the postmerger and acquisition period when the integration
of the acquired company into the acquiring company occurs.

Remember why companies engage in mergers and acquisitions. They
are done for strategic reasons and always with the intent to add value to the
acquiring or newly formed company. Much of the newly created value lies in
the skills and capabilities of the employees and management team from
the newly acquired company. It is a natural reaction for the acquiring com-
pany to want to keep the most skilled employees from the acquired company.
It will not be a simple process or natural reaction to follow through.

82 An Introduction to Mergers and Acquisitions

Ch03.qxd  3/8/05  2:15 PM  Page 82



With few exceptions, skilled newly acquired employees will not be
kept at the expense of employees from the acquiring company. Not all
employees are let go. Most are often retained, as they are needed to perform
the work and produce the products that made the company they work for
such an attractive acquisition target in the first place. Almost always, some
will have to go. Some companies will conduct a competitive bidding process
in an attempt to identify the most skilled people from both companies, place
them in critical positions, and release those considered to have less value or
to be less skilled. Other companies will focus on eliminating redundant jobs
and redundant people with little or no consideration of talent.

What does this mean to the security manager or security professional?
If you are with the acquired company and are directly supporting a busi-
ness unit or contract, you are likely to be left in place. Odds are your serv-
ices will still be needed. If you are a security manager or professional
working at the corporate headquarters, start looking for work. One of the
first organizations eliminated in any acquisition is the acquired company’s
corporate headquarters structure. Immediately upon acquisition, a second
corporate headquarters becomes a redundant and costly burden. Swift
elimination is the cure.

MAKE OR BUY: SHOULD A SECURITY MANAGER OUTSOURCE
WORK TO CONSULTANTS OR KEEP ALL WORK IN-HOUSE?

Like every other business function, security is faced with budgetary con-
straints. Operating within a budget and fielding the most efficient and
effective organization is a difficult task. Security departments are staffed
with employees possessing the necessary experience and expertise to
accomplish the organization’s statement of work. They are generally not
staffed with reserve resources they can deploy to special assignments as
needed. The condition is usually to the contrary. Security departments are
staffed at some minimal level without excess resources to divert to efforts
as large and important as a merger or acquisition. Furthermore, since merg-
ers and acquisitions occur so infrequently, the likelihood of having
employees experienced with them is low. Therefore, when a merger or
acquisition occurs, the security manager must make a decision to pursue
one of the following courses of action:

● Add to the security staff by recruiting skilled personnel experienced
with mergers and acquisitions.

● Allow current staff to take on the challenge of working security issues
for the effort, possibly leaving other work to be completed at a later date.

● Hire an outside expert—a consultant—to provide guidance and direc-
tion to the security staff to support the effort, or possibly hire the con-
sultant to do the work.
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Essentially, a decision to make the service or buy the service must be made.
That is to say, provide security support from within the organization using
company security professionals or seek the support of external experts and
purchase their service. Mergers and acquisitions can be complicated. None
are simple; they all vary in size and degree of complexity. All require secu-
rity support to some degree. If a security manager has never been involved
in a merger or acquisition, getting outside help from an experienced con-
sultant is a prudent course of action.

If Assistance Is Needed, Get It

If a security manager or the security team is not experienced with mergers
and acquisitions, it is a good idea to solicit help. Help can be obtained from
many sources, including from within the merger and acquisition team or
within the company. Team members experienced with mergers and acqui-
sitions are good resources for identifying potential sources for assistance.
It is foolish to proceed without capable support regardless of where that
support comes from.

An inexperienced merger and acquisition team may not understand
the need for outside security assistance, or, because of budgetary con-
straints, the team may not authorize external support. In this situation, the
security manager will have to rely on the best effort of the security team
and security professionals. There are low-cost options available to a secu-
rity manager where support may be obtained. These options may not be the
best choice, but they can be useful by offering guidance to help navigate
through the merger and acquisition process. The following are potential
sources for assistance:

● For premerger support, experts within the company may be a valu-
able source. During the postmerger period, experts within the
acquired company may be useful.

● The security manager’s personal network of security experts and
colleagues: A security manager can consult colleagues who may
have experience with mergers and acquisitions, “picking their
brains” and learning from their experiences. Until a merger or
acquisition is made known, this should only be done in a limited
way never revealing anything about the target company.

● Consult the available literature including journals, articles, and
books. There are publications devoted entirely to mergers and
acquisitions that may be useful. Large libraries and on-line book
sellers are good sources.

● Professional associations are another potentially valuable source
for information. The American Society for Industrial Security
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maintains a listing of currently available security publications that
may be helpful.

● Companies offering security services usually have an experienced
investigative capability to include experience with due diligence
efforts. Some of the larger security consultant firms and service
providers may have a wide range of experience with mergers and
acquisitions. There are also law firms with this expertise. They may
be expensive but will possess the necessary skills to provide qual-
ity support. Their expense must be weighed against their value.
After all, “doing it right the first time” with experienced profes-
sionals may in the long run be a more effective and efficient way of
merging companies together.

One problem of seeking assistance from outside of the company is that it
expands the number of people with knowledge of the effort. It also requires
releasing sensitive company information to persons not part of the com-
pany. This concern can be simply addressed. Support can be obtained
without exposing or compromising the confidentiality of the program. Use
of trusted sources who sign nondisclosure agreements will greatly reduce
the risk of compromising information. A good security practice is to have
all team members, including security personnel from within and outside of
the company, sign nondisclosure agreements. It serves as a reminder to all
participants of the importance of protecting sensitive information.
Furthermore, should someone deliberately misuse information, having a
signed nondisclosure agreement will assist with any necessary action for
recourse.

SUMMARY

Whether it is an acquisition of an entire company (total assets), a product
line, or two equal companies merging together to form a stronger and more
capable company, there will be a requirement for security support and a
role for the security manager. The security effort may be as simple as pro-
viding guidance and basic security support to the merger or acquisition
team, or it could be as extensive as creating a full-time security team to
support the effort.

Recognizing the need for security support is not always the case with
merger or acquisition team leaders. A security manager may have to “sell”
security to an inexperienced team. Moreover, a security manager may have
to go outside the company to obtain necessary expertise if it is not avail-
able within the company.
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