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Chapter 1: Privacy Impact on Business

The Current State of Privacy Concerns

Addressing privacy concerns, implementing enterprise security and ensuring compliance
to applicable privacy laws are significant to achieving uninterrupted business processing,
demonstrating due diligence and minimizing risks due to noncompliance. If an
organization is unprepared, a privacy or security breach could result in significant
business down time and monetary loss. Security and privacy breaches can negatively
impact an organization’s reputation, generate legal fines and penalties, and possibly result
in costly civil suits that negatively impact customer satisfaction and loyalty and result in
significant loss of customers.

The following are just a few examples of privacy-impacting events that have recently
occurred:

e June 6, 2005: Citigroup Inc. reported that computer tapes containing personal data on
3.9 million loan customers had been lost by United Parcel Service.

e May 22, 2005: CardSystems Solutions became aware that intruders had cracked into
their systems and took 40 million account records for holders of MasterCard, Visa
USA, American Express and Discover cards. Visa International and MasterCard
Australia Ltd. reported June 21, 2005 that this breach affected 130,000 Australian
credit card holders and 67,000 Japanese credit card holders.

e April 28, 2005: Police in Hackensack, N.J. announced arrests for a theft ring that
illegally posed as a collection agency. Account information on close to 1 million
customers of Commerce Bank, PNC Bank of Pittsburgh, Wachovia and Bank of
America. Nine were charged, including seven bank employees.

e March 9, 2005: The personal information of 312,000 LexisNexis consumers were
reported as being accessed through fraudulent use of legitimate customer
identifications and passwords from its Seisint database.

e March 8, 2005 DSW Shoe Warehouse reported hackers stole data.  Subsequent
investigation revealed the hackers extracted data on 1.4 million credit cards; they also
got driver'slicense and checking account numbers from 96,000 checking transactions.

e February 25, 2005: Bank of America confirmed computer data tapes containing
personal and account information for 1.2 million federa government charge card
program customers were lost during shipment to a backup data center.

e July 21, 2004: The DOJ charged a Florida man with the theft of 8.2 gigabytes of
personal information worth over $7 million from Acxiom Corp.
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e July 16, 2004: The American Management Association (AMA) 2004 annual survey
showed a 6% increase in the number of emails subpoenaed as part of a lawsuit or
regulatory investigation.

e March 16, 2004: Hackers stole thousands of customer credit card numbers from BJ's
Wholesale Club.

e In 2002 Canada launched approximately 1,700 investigations for PIPEDA violations.

e During 2001 — 2002 the Hong Kong Privacy Commissioner Office completed 483
privacy complaint cases.

Privacy Incidents Are Increasing

Statistics reveal the trend is for information privacy and security incidents to continue to
rise. For example:

e From the Federa Trade Commission: Occurrences of identity theft continue to rise
o In2001: 86,212
0 1n 2003 & 2004 combined: 10 million

Identity theft is currently the fastest growing information-related crime.

e From Anti-Phishing Working Group (APWG): The number of phishing attacksis
quickly growing

0 November, 2003: 28 reported unique attacks
o April, 2005: 2,854 reported unique attacks

o0 Average monthly increase in phishing attacks from July, 2004 to April, 2005:
15%

e From CERT/CC 2004 E-Crime Watch Survey: The number of cyber-incidents
continues to rise

0 43% of organizations reported an increase in e-crimes and intrusions from
2003

0 70% of organizations reported at least one e-crime or intrusion was committed

The Privacy Rights Clearinghouse started keeping track of reported Pll breaches within
the United States in early 2005. Between February 15, 2005 and December 1, 2005 they
had logged 95 breaches reported in the news. These breaches cumulatively involved the
PIl of 51.8 MILLION people.
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Privacy is a Core Business Issue

As awareness of privacy and related issues grows, organizations must treat privacy as a
core business issue or find itself at a disadvantage in the marketplace. Customers are
increasingly inclined to seek to do business with organizations that can give them control
over their personal information. Information privacy is becoming essential to maintain a
competitive edge, profitable growth, legal compliance, a trusted commercial image and
meeting a standard of due care.

Based on results from a Ponemon Institute study reported on June 10 of 2004 that polled
over 6,300 consumers, the top ten trusted companies for privacy in the U.S. are eBay,
American Express, Procter & Gamble, Amazon, Hewlett Packard, U.S. Posta Service,
IBM, Earthlink, Citibank and Dell. The study revealed the three top criteria that
consumers use to determine a company's trustworthiness include the company's overall
reputation for product and service quality, followed by the company's limits on collection
of its customers' personal information, and the use of advertisements and solicitations that
respect consumer privacy. Yes, two out of three involve privacy! Does your
organi zation meet these privacy criteria?

Businesses, including an organization’s competitors, are becoming acutely aware of the
trend to address privacy and use privacy assurances as a differentiator for keeping, and
obtaining new customers. A clear example of thisis Hewlett Packard (HP). In 2003 HP
awarded the first HP Privacy Innovation Award at the PrivacyCon conference to
“recognize world-wide leadership in privacy protection and practices.” eBay and the
Office of the CIO of the Government of Alberta, Canada received the 2003 awards. It is
reported that HP plans to make this an annual award.

Another indicator of the trend to promote and implement privacy assurances is the
amount of budget organizations are dlotting to privacy initiatives. For example, in
March 2004, the Ponemon Institute (see Appendix K) released the results of a different
study funded by IBM that revealed that privacy protection is growing in importance for
businesses. The study shows that spending on privacy protection increased noticeably
the further along organizations were in the privacy initiative implementation process.
Spending on privacy initiatives among the forty-four U.S.-based organizations surveyed
varied from approximately $500,000 to about $22 million annually. This wide range in
budget is attributed to the varying stages of privacy implementation of the respondents.
The privacy activities being performed within the organizations varied depending upon
the stage of privacy program implementation. At ahigh level the study found:

e According to industry classification, technology companies spend the most on
privacy initiatives. Companies in heavily regulated industries, such as financial
services and health care, spend within the middle range among other industry groups.
Transportation and hospitality companies spend the least on privacy initiatives as
compared to other industry groups.
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e Early stage privacy implementation companies plan significant increases in spending
astheir privacy programs enter a more advanced stage.

e Privacy spending increases result from activities such as running employee training
sessions, performing self-assessments, conducting independent audits, securing
vendor relationships and obtaining Web site privacy assurance certification.

e As company privacy initiatives progress, average spending is expected to increase
from $3.9 million to amost $14 million, an increase of approximately 355% from
early to late stage implementation.

e Ten percent of the companies surveyed are using privacy enabling technologies (such
as encryption) that directly enhance compliance and mitigate business risk.

Yet another Ponemon Institute study of 64 companies from 2005 (see Appendix K)
revealed that companies with designated chief privacy officers (CPOs) who have at least
adotted-line relati onship to the CIO tend to have the most effective privacy programs.

Increasing Privacy and Security Threats and Breaches

Increasingly, organizations and their information systems and networks are faced with
information privacy and security threats from a wide range of sources such as identity
theft, mistakes, lack of knowledge, inappropriate business practices, computer-assisted
fraud, sabotage, vandalism, and fire or flood. Privacy risks such as e-mail schemes,
identity theft, fraud, and so on have become more common, more ambitious and
increasingly sophisticated.  Additionally, the number of privacy-related laws and
regulations continues to proliferate at exponential rates throughout the world.

Dependence on information systems, applications services and personnel knowledge of
risk means organizations are more vulnerable to information privacy and security threats.
The interconnecting of public and private networks, trends toward distributed computing,
connections to business partners and third parties, and sharing of information resources
increases the difficulty of achieving adequate and acceptable information protection and
access control. The large number of laws requiring privacy and security activities can be
overwhelming if there is not one person or business area responsible for knowing,
understanding and addressing the requirements. Monitoring the laws is necessary to
ensure compliance and to prevent being fined or undergoing legal action as a result of
noncompliance. In Chapter 5 and Chapter 6, | list a number of U.S. and international
privacy laws that you should monitor.

So, could a privacy breach impact your organization? Organizations have been
significantly impacted by privacy incidents they could have prevented with an effective
privacy governance program. The following are just a few examples of the privacy
incidents and suits that have occurred and i mpacted businesses recently:
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July, 2005: CardSystems Solutions Inc. is poised to go out of business as a direct
consequence of a May 2005 security breach in which 40 million credit card numbers
stored on ther internal network were accessed by attackers who defeated the
perimeter security. The company announced the breach May 22nd, and on July 19th,
both Visa and American Express announced that they would no longer use
CardSystems Solutions.

June, 2005: As aresult of data theft resulting from criminals posing as a legitimate
business, persona information for over 145,000 consumers listed in the ChoicePoint
Inc. databases has cost the company, as of June 2005, $12 million in legal expenses,
professiona fees, communications to affected consumers. ChoicePoint reports that
also as of June 2005 the information stolen has been used in around 750 identity-theft
scams. The stock value dropped 24% after the incident was announced.

July 19, 2004: Scott Richter and his Westminster, Colo., marketing company,
OptInReal Big.com agreed to pay New York state $50,000 in pendlties and costs and
adhere to certain standards and safeguards in his email practices, under a court
settlement announced by New York State Attorney General Eliot Spitzer.

May 12, 2004: NCO Group, Inc. was ordered to refrain from future violations of the
Fair Credit Reporting Act (FCRA) and must pay a $1.5 million civil penalty to
resolve accusations of illegal conduct (filing inaccurate information about consumer
accounts to credit bureaus) in violation of the FCRA according to a judgment by the
government in the U.S. District Court for the Eastern District of Pennsylvania

April 16, 2004: Defendant companies were ordered by the FTC to Pay $11.8 million
for consumer redress, barred from violating the Telemarketing Sales Rule (TSR) as a
result of the FTC's “Dialing for Deception” (marketing activity considered as
telemarketing fraud) law enforcement sweep.

February 11, 2004: A Canadian bank was found guilty of PIPEDA violations.

In November 2003: The FTC filed a lawsuit alleging a variety of deceptive practices
by AmeriDebt, Inc., one of the nation's largest credit counseling agencies (CCAS), its
former service provider (DebtWorks, Inc.), and DebtWorks' owner, Andris Pukke. At
the same time, the Commission entered into a settlement with the Ballenger Group,
LLC, AmeriDebt's service provider, for its role in the deception. In related areas, the
Commission has brought two lawsuits against debt negotiators, and numerous cases
against credit repair organizations. The Commission continues to conduct non-public
investigations of additional CCAs, debt negotiators, and related entities.

November 7, 2003: A Canadian telecommunications company was found guilty of
violating federal privacy laws.

October 31, 2003: A Canadian telecommunications company's collection of its
employees persona hedth information and its procedures for safeguarding that
information was ruled to be in violation of PIPEDA requirements.
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e July 30, 2003: The FTC ordered Equifax to pay $250,000 for FCRA violations
charging Equifax did not have sufficient personnel available to answer the toll-free
phone number provided on consumers' credit reports.

Privacy Related Laws Impact Business

The number of laws and regulations that govern how persona information must be
handled continues to grow worldwide. For example, the European Union (EU) Data
Protection law (See Chapter 6, International Privacy Laws) impacts the activities of any
office located outside the EU that receives, from an entity in the EU, any information
considered as persona information. These restrictions result from the 1995 EU Data
Protection Directive that provides detailed requirements regarding the treatment of
personal data, and which requires each of the EU Member States to enact national
legislation to conform its law to those requirements. Organizations doing businessin EU
countries must understand and comply with the requirements and laws.

As another example, U.S. California SB 1386, became law on July 1, 2003 and requires
all companies that maintain information about California residents in computerized
formats to promptly notify through one of four possible ways each of their California
customers in the event a security breach occurs that involves improper access to the
resident’s unencrypted personally identifiable information (PIl). SB 1386 authorizes any
person injured by a violation of this statute to institute a civil action to recover damages.
The statute also authorizes mandates against businesses that violate or propose to violate
the statute; so a court may force a business to disclose a breach and possibly discontinue
business until evidence is provided the breach has been addressed. In addition to legal
and monetary penalties, additional impact resulting from a security breach and SB 1386
noncompliance is negative publicity and lost business. SB 1386 provided the impetus for
many U.S. Federal bills and widespread passage of state-level breach laws. In 2005
breach notification legislation was enacted in at least 22 U.S. states by December 10, and
was being considered in at least 14 other states.

Organizations have been impacted by SB1386, and have had to use significant human
and financial resources to comply with the law following security breaches. For
example:

e March, 2004: Texas-based web site hosting company Allegiance Telecom Inc. and
two of its subsidiaries sent letters to more than 4,000 customers in the first two weeks
of the month to notify them of two computer security breaches that may have
involved account or customer information in processing facilities in Boston to comply
with SB1386. Although the law requires notification of California customers only, the
company sent the letters to customers both within and outside California.

e February 11, 2004: The California Employment Development Department sent letters
to approximately 55,000 household employees after a hacker accessed a department
server containing workers' private information. It appeared the hacker primarily used
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the server to send spam; the extent of the hacker's access to the private information
could not be determined.

e December 30, 2003: A laptop computer, owned by United Blood Services and
containing personal information on 38,000 California blood donors, was stolen from a
repair shop in Scottsdale, Arizona. Notices were mailed February 9, 2004.

e November 15, 2003: Wells Fargo Bank sent |etters to over 200,000 customers after a
laptop containing confidential information, including names, addresses, Social
Security numbers, and personal line of credit account numbers, was stolen. The bank
is monitoring the accounts, changed account numbers, and is paying the one-year
membership cost of a credit monitoring service for affected customers. In addition to
mailing the letters, Wells Fargo also provided a toll-free number to call for additional
information and offered a $100,000 reward for information leading to the thief's
arrest. Wells Fargo had notification procedures in place to comply with SB 1386
when the breach occurred.

The Financial Impact of Privacy on Business

A privacy breach could significantly impact your organization’s business as it has
impacted these businesses. A breach could potentialy cost hundreds of thousands to
millions of dollars in human resources, communications, and materias expenses in
addition to negative publicity, lost business, and legal counsel costs.

As an example, let’s examine how it could impact a hypothetical business, Company X.
Using data from the U.S. Federal Trade Commission (FTC) on the incidence of and
damages from identity theft, almost 5% of persons whose information is stolen or
inappropriately accessed will become victims of identity theft and will experience an
average damage loss per victim of $500. If a security breach occurred at a small- to
medium-sized Company X for afile containing unencrypted PII for 10,000 customers, at
a high level, the following is an example of some of the activities and associated
conservatively estimated times in total personnel man-hours that would have a financial
and human resource impact to the organization:
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Table 1-1: Privacy Incident Business | mpact Example

Breach I mpact Components Hours/Cost

Time (in man-hours) to determine and confirm the files

within which a breach of PIl occurred 40
Time to determine al the individual s impacted 40
Timeto collect contact information for impacted customers 60

Time to write and mail letters to notify customers of the
breach 60

Time to create and update a web page containing

information about the breach 48
Time to answer customer questions about the breach 500
Total Man-Hours 748

Avg. Cost per Man-Hour Cost (include all HR benefit
consider ations) $200.00

Total Man-Hour Costs $149,600.00

Estimated cost of materials

Letter paper and envelopes 1000
Postage ($0.37 * # of individuals) 3700
Total Materials Cost $4,700.00
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Now consider the potential that one or more of these
customers would bring a civil suit to Company X if they
believe they suffered damage as a result of the breach, or if
they believe they were not contacted quickly enough
following the breach. Using the FTC datistics, 500
customers could be likely victims of identity theft, with an
average of $500 loss per customer this would result in @
class action suit claiming $250,000 in damages, plus the
costs for negative publicity and for defending the suit.

Total number of impacted individuals 10000
Percentage bringing civil suit 5%
Number bringing civil suit 500
Average award to each individual 500
Total cost of award (amount Company X must pay) $250,000.00
Finesand penaltiesfor applicable laws $250,000.00
Cost to Change/Repair System where Breach Occurred $150,000.00

Although not alega requirement, Company X may choose
to pay for impacted customers credit report monitoring
since other companies have set a precedent by performing
this activity. The costs for ongoing monitoring of credit
monitoring vary greatly among the monitoring agencies.
However, using a conservative cost of $100 per customer

per year for three years, this could cost around $1,000,000
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for the 10,000 affected customers.

Cogt per individual for credit reports 1,000,000
Number of yearsto pay for credit report 3
Total amount for credit reports for all impacted

individuals $3,000,000.00
Legal costs $100,000.00
Stock value before incident 35
Stock value after incident 2
Number of shares 2000000
Sharevalueloss $3,000,000.00
Number of customers loss 10000
\alue per customer 200
Total customer loss $2,000,000.00
Total Business I mpact of a Privacy Breach $10,879,300.00

What impact would a similar incident have upon your organization? Just one incident
involving a breach of customer privacy could demonstrably have a significant detrimental
financia impact on your business. See Appendix F for an expanded spreadsheet version

The Privacy Management Toolkit 10



of this privacy incident business impact worksheet with more potential costs to an
organi zation.

Why You Might Be At Risk

Small to medium sized organizations face the same issues as larger enterprises as they
progress through the various stages of adopting privacy practices. Unfortunately many of
these small and medium businesses are unaware of potential risks or mistakenly believe
that, unlike larger businesses, their relative size protects them against risk. In fact, there
are very few, if any, companies in the world that are not at risk of being impacted by a
privacy incident. Any company is at risk that:

e Hascustomers or employees

Has posted a privacy policy

e Hasoffices|ocated outside the United States

e Isinthe heathcare, financia or information handling industry

e Hasapplicable data protection and privacy laws and regulations

e Handles PII for other organizations

It is incumbent upon very organization to evaluate their own unique privacy risks and
address them appropriately. This guide will help by providing time-saving tools and
guidance.

What this guide can do for you

Taking privacy precautions is more than important; it is an essentia and inevitable
component of business success. Serious consequences to an organization's goals
and business success can result from inadequately and not continually addressing these
risks. Following a well-thought-out privacy and security assurance and governance
program will help an organization successfully and effectively choose the types of
privacy risks they are willing to reasonably tolerate and decide which others must be
effectively addressed. This guide will help you:

e Determine where you currently are with regard to privacy governance maturity

e Take corrective action to fill gaps with privacy activities that you need to be
performing

e Maintain an effective and efficient privacy governance program
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e Save time by outlining the components necessary for an effective privacy governance
program.

e ldentify gapsin your current privacy governance program
e Identify waysto sell privacy to your executives, business partners, and personnel

e Establish policies and procedures to demonstrate due care practices, and help lessen
liability that may accompany civil actions or resulting from a privacy incident

Table 1-2: Reasons To Establish a Privacy Governance Program

Expand privacy activity budget ' Documented privacy governance programs and

and add more personnel. associated process shows management what is needed.
Establish top management Participation of management in a privacy governance
communication path. program establishes necessary support.

Establish privacy governance A privacy governance program will be well
effort credibility and visibility. | documented and had the sign-off of the executive
officer's signature on the cover page.

Shift worker attitudes and The support of all personnel who interact with
change perspectives. personaly identifiable information systemsis
mandatory and now it's in writing.

Harmonize and coordinatethe | Consistent action is necessary to achieve and maintain
activities of many personnel. privacy.

Define the boundaries of Personnel will clearly understand how far they can go
permissible action. when personally identifiable information.

Control privacy-relevant events | Increases the chances that privacy incidents will be

in advance. handled efficiently, appropriately and quickly.

Permit management to Personnel should not fact the same disciplinary actions
determine if personnel are If they made amistake as opposed to acting

acting appropriately. intentionally.

Avoid disputes and related Because privacy activity roles are clearly defined,
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internal politics.

Enable rapid development of
new systems.

Coordinate activities of internal
and external groups.

Achieve lower costs through
privacy activities
standardization.

Prevent all decentralized groups
from “reinventing the whee!”.

Demonstrate international ly
accepted privacy practices are
used within you organization.

Establish benchmarks or
reference points for future
audits.

Guide privacy product, and
service selection and
implementation.

Demonstrate compliance with
laws and regulations

Arrange contractua obligations
needed for prosecution.

personnel can focus on business problems instead of
who is responsible for privacy and how to handle
privacy issues.

Define as many of the privacy requirements in advance
so they will not need to be revisited for every project.

A formal privacy governance program will help to
ensure activities are not duplicated in conflict with
each other, and will aso help ensure gaps are not | eft
un-addressed.

The same approach for addressing similar privacy
requirements can be used consistently throughout the
organization.

By specifying privacy requirements and activities
centrally, distributed groups need not develop them.

The Organization for Economic Cooperation and
Development (OECD) recommends al organizations
adopt a set of privacy requirements based upon their
published recommendations.

Internal auditors can determine whether compliance
exists.

Uncoordinated dispersed groups are less likely to make
decisions that are in conflict with the organization’s
requirements.

A documented privacy governance program provides
evidence of management support and documents
privacy requirements.

Use privacy compliance agreements and
confidentiality agreements, non-compete agreements,
and related documents to create legal obligations.
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Using this guide

This guide is designed to help your organization more effectively manage the resources
required to protect the confidentiality and privacy of the personally identifiable data you
collect, handle, store and process in any form. Within this guide | refer to this practice as
“Privacy Governance.” |f you currently have a privacy governance program in place, this
guide will help you become more effective by providing information and tools critical to
your success. If you are just starting to deal with privacy in your organization, and do not
have a formal program in place, this guide will help you get started in an organized
fashion. The information, resources, tools and templates of this guide should save your
organization many hours of detailed labor. The following table is an overview of this
guide and how it can be used to manage a privacy governance program.

Table 1-3: Using this guide for a Privacy Governance Program

Chapter 1: Privacy Impact on This chapter discusses the overall need to establishing

Business aprivacy governance program, including many recent
fines and sanctions as a result of privacy breaches.
Organizations in which senior management is not
aware of privacy issues can use this data to help build
acase for establishing aformal program.

Chapter 2: Creating a Privacy Chapter 2 describes the core elements of a privacy
Governance Program governance program, including reasons why each

element is critical to compliance with international
laws. Chapter 2 lists severa key policies that should
be included in the organization’s internal privacy
policies.

Chapter 3: Defining Personally | Chapter 3 provides a roadmap for organizations to

Identifiable Information properly define Personally Identifiable Information
for its customers. This is a crucia first step in any
privacy program.

Chapter 4. OECD Privacy Chapter 4 discusses the privacy principles established
Principles by the Organization for Economic Cooperation and

Development (OECD). These privacy principles are
used as the basis for many of the laws and regulations
discussed in Chapter 5 and Chapter 6. This chapter
also provides pre-written policies that address each of
the detailed data protection requirements of the
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Chapter 5: U.S. Privacy Related
Laws

Chapter 6: International Privacy
Related Laws

Chapter 7: Privacy Enhancing
Technologies

Chapter 8: Privacy Inhibiting
Technologies

Appendix A: Privacy Glossary

Appendix B: Privacy Resources

Appendix C: Privacy Officer
Checklist

OECD principles.

Chapter 5 describes a number of laws that effect data
privacy requirements for US citizens. Most
organizations that do business within the United
States will need to comply with one or more of these
laws.

Chapter 6 describes a number of critical data
protection laws outside of the United States. These
laws generally apply to data collected on non-US
citizens.  This chapter is especially useful to
international companies who must be concerned with
personal data flow across international borders.

Chapter 7 describes a number of important
technologies used to enhance data privacy. Chapter 7
includes a discussion of each technology, including
samples policies for organizations that must use these
technologies. A number of the laws referenced in
Chapter 5 and Chapter 6 require the use of privacy
enhancing technologies.

Chapter 8 describes a number of important
technologies that can be used to inhibit or decrease
privacy. Many organizations already deploy these
technologies without understanding their privacy
implications. Chapter 8 also includes sample policies
for organizations to consider when managing privacy
inhibiting technologies (PITS).

Appendix A provides a glossary of terms used in this
guide. This Appendix will be helpful to organizations
who must document terms used in their internal
policies and procedures.

Appendix B is a list of resources useful to privacy
management  professionals. Resources include
professional organizations, web sites, books and other
research material.

Appendix C provides a summary worksheet of tasks
that should be done by the official responsible for
privacy within the organization. This worksheet is
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Appendix D: Sample CPO Job
Description

Appendix E: Sample Privacy
Incident Response Form

Appendix F. Privacy Breach
Impact Worksheet

Appendix G: Privacy Impact Self-
Assessment

Appendix H: Executive Privacy
Presentation

Appendix I: Sample External
Privacy Policy

Appendix J. Sample Employee

provided in spreadsheet format for each
customization or import into a project management
software program.

Appendix D provides a detailed discussion of the
requirements for a Chief Privacy Officer or similar
lead privacy role. Organizations can use this as the
basis for their own internal documentation, or in
establishing requirements for hiring a privacy
professional to lead the organization.

Effective privacy governance requires organizations
to manage and respond to privacy-related incidents.
Appendix E provides a sample privacy incident
response form that organizations can easily customize
for their own use.

Appendix F includes a spreadsheet that organizations
can use to estimate the impact of a privacy breach.
This type of analysisis critical for doing internal risk
assessments related to privacy protection.  An
example of such an analysisis included earlier in this
chapter.

Appendix G provides a detailed Privacy Impact Self
Assessment (PIA) based on the OECD privacy
principles. The PIA form is in a separate Microsoft
Word document that can easily be copied and filled
out for your organization. PlAs are a critical part of
the privacy governance process and required by
several privacy laws.

Appendix H provides a Powerpoint presentation that
organizations can use to educate executive
management on the need for proper privacy
governance.

Appendix | provides a sample externa privacy policy,
including discussions for customization based on the
privacy principles discussed in this book. This
sample external privacy policy is aso available as a
separate document.

Appendix J provides a sample questionnaire that you
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Privacy Awareness Assessment can use to assess the overal awareness of your
employees on data privacy issues. Organizations are
encouraged to customize this quiz with issues specific
to their data privacy requirements. This quiz can
easily be posted on an intranet or included as part of
an organization’s learning management System
(LMS).

Using the Sample Policies and Forms

The forms, policies and procedures provided in this guide are in generic form. They need
to be customized to fit your own specific business environment, industry and geographic
locations. To accomplish this:

e Involve your legal counsel, Human Resources representative, information security
officer and privacy officer.

e Each individua providing input must have a good understanding of the business and
privacy issues related to his/her responsibilities.

Please note: This Toolkit does not represent legal counsdl or legal interpretation. It is
provided as a guide to help information security, privacy and compliance professionals to
start identifying the many types of personal information referenced within multiple laws
that are considered as personally identifiable information. Each organization should use
this as a starting point to confirm the interpretations as presented here.

Balancing Trade-Offs

Because this reference guide covers the wide spectrum of privacy issues, including those
found throughout the world, you will see that some recommended practices may
contradict each other. Each organization needs to establish the scope of their privacy
governance program and use the information within this guide accordingly. What will
work well for one company, even in the same industry, will not be the best plans for
another company to use based upon many different variables, such as geographic
locations, services and products, customers, business partners, and so on.

Establishing a privacy governance program will involve tradeoffs. There are many
conditions and limits involved with privacy issues, and an effective privacy governance
program must be designed with these in mind. For example, establishing retention
requirements for PIl will need to be based upon not only technology constraints, but also
very importantly upon consideration of legal, regulatory and policy requirements.
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The intention of this guide is to provide a source for you to use of the full range of
privacy issues facing organizations, and provide recommendations for how to effectively
implement your own privacy governance program. The logical inconsistency between
some policies is also a reflection of the fact that there is no standard set of specific
policies to which al organizations must subscribe. Instead, a set of policies must be
uniquely tailored to the requirements of each organization.

Need For Competent Advice

It is imperative when establishing a privacy governance program for you to consult
closely with your privacy officer, legal counsel, information security officer and human
resources representative. Before implementing any privacy-related policy or procedure
discuss them with this core of experts to ensure that all applicable laws and regulations
are addressed, and that the proposed activities are feasible from a technology standpoint.
There will also be times when you need to get assistance from the subject matter experts
from within, and sometimes even outside, your organization. For example, if you are
implementing privacy practices in a European country, be sure you obtain the feedback of
personnel located within that country who are knowledgeable about the corresponding
country laws and related business issues.

O30
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